
 

Security Awareness Agreement 

This Security Awareness Agreement ( the "Agreement") is made effective as of 
(date)_________________ by and between Blair Damon, of BD Mortgage Group (BDMG), of 9800 4th St. 
N. Suite #200 Saint Petersburg, FL 33702 and (Name) _____________________ of (Address) 
_______________________ , ________________________ , _____ ,(Zip Code) _________, Loan Officer, 
under the laws of the State of __________________. 

WHEREBY, the above named Loan Officer acknowledges and hereby agrees act with due diligence and 
reasonable care throughout the scope of the business relationship in regards to the foregoing 
provisions:  

1. Communication: Observing, receiving, and otherwise obtaining information from all relevant 
sources, to include: providing information to supervisors, co-workers, and subordinates by 
telephone, in written form, e-mail, or in person, as well as clients and all third parties. 

2. Electronics: Using computers and computer systems (including hardware and software), or any 
electronic device whether provided by Blair Damon and/or any identified agent on behalf or at 
the directive of Blair Damon, as well as any personal electronic devices. 

3. Evaluating Information to Determine Compliance with Standards: Using relevant information 
and individual judgment to determine whether events or processes comply with laws, 
regulations, or standards.  

4. Performing Administrative Activities -Performing day-to-day administrative tasks such as 
maintaining information files and processing paperwork. 

5.  Monitor Processes, Materials, or Surroundings - Monitoring and reviewing information from 
materials, events, or the environment, to detect or assess problems. Recognize any potential or 
actual threats, breaches or inconsistency to information systems to include: any and all (i) 
personal electronic devices, (ii) note and record keeping instruments (notes) containing 
company software, emails, client information, affiliate information, company proprietary 
information. 

6. Demonstrate foundational level knowledge of Cybersecurity: Any actions necessary to protect 
information and information systems from unauthorized access, use, disclosure, disruption, 
modification, or destruction. 

7. Privacy and Safeguards: Employ best practices to protect privacy and safeguard all passwords, 
all client information, and any information obtained in the course or incidental to doing business 
as a loan officer.  

8. Alert Report: Identify, report, and document any and all potential cyber security and privacy 
incidents to Blair Damon or any agent acting on behalf of or at the directive of Blair Damon 
promptly, not to exceed twenty (24) hours.  

As a violation by either Party of this Agreement could cause irreparable injury to the other Party and as 
there is no adequate remedy at law for such violation, the non-breaching Party may, in addition to any 
other remedies available to it at law or in equity, enjoin the breaching Party in a court of equity for 
violating or threatening to violate this Agreement. In the event either Party is required to enforce this 
Agreement through legal action, then it will be entitled to recover from the other Party all costs incurred 



thereby, including without limitation, reasonable attorney’s fees. Any willful or unwilful violation of this 
agreement, may result in immediate termination of the business relationship.  

Any provision of this Agreement held or determined by a court (or other legal authority) of competent 
jurisdiction to be illegal, invalid, or unenforceable in any jurisdiction shall be deemed separate, distinct 
and independent, and shall be ineffective to the extent of such holding or determination without (i) 
invalidating the remaining provisions of this Agreement in that jurisdiction or (ii) affecting the legality, 
validity or enforceability of such provision in any other jurisdiction.   

Name (Printed):______________________________ 

Signature:___________________________________ 

 

 

 


